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1 Introduction 

1.1 About This Guide 
The purpose of this document is to define the functionality the Best Practice Engine© (BPE) offers 

and general instructions for how to use the application. This guide is intended for users of different 

degrees of knowledge and experience with the Best Practice Engine:  

• BPE Users: BPE users can use this guide to gain an understanding of the application and 

how to interact with it. BPE Users are unable to make changes to BPE and will primarily 

be learning from the application. 

• BPE Admins: BPE Admins can use this guide to gain an understanding of the application 

and how to administrate it. BPE Admins have full control of the application and will primarily 

be using the application to enforce best practices and enhance performance, security, and 
maintainability of the ServiceNow platform. 

Note: This user guide assumes that you have basic knowledge of the ServiceNow Platform 

and you have already installed the Best Practice Engine application. 

Note: This user guide does not discuss the Best Practice Engine Dashboards.  Instructions 

for the manuals can be found on braviumlabs.com/support 

1.2 Best Practice Engine© Overview 
Bravium’s Best Practice Engine© (BPE) automates your code inspections, in real-time, so you can 

identify more deficiencies, improve the quality of your instances, and speed up your development 
efforts. BPE not only identifies your current deficiencies, it also allows you to monitor and control 

development activities to proactively improve the quality of your system and support ongoing 

efforts to improve the system over time. BPE benefits include: 

► Enforce best practices and code 
standards in real-time 

► Enhance platform performance, 
security, and user experience 

► Improve maintainability, upgrades, 
and problem management 

► Reduce development and 
maintenance costs 

► Diminish need for manual code reviews, 
which are prone to human error 

► Calculate technical debt and estimate 
resolution time 

► Empower proactive code quality monitoring 
and detection versus reactive corrections 

► Automate developer feedback and training 
through real-time, best practice rule 
evaluations 

https://braviumconsulting-my.sharepoint.com/personal/nsams_braviumconsulting_com/Documents/BPE/braviumlabs.com/support
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2 General Instructions 
The following sections are organized by user type (BPE Admin and BPE User) and then by 

BPE function. Each section will provide detailed steps for executing a function and is supported 

by screenshots of the BPE application. All BPE functions can be located under the Best Practice 

Engine plugin in the left-hand navigation. 

 

2.1 BPE User Functions 
The BPE application will monitor ServiceNow developers and administrators with an assigned 

BPE User license. BPE Users will receive best practice violation messages (see image below) 
when loading or saving a record in any instance where BPE is installed and activated.  

 

Finding the Best Practice 
Engine plugin in the left-
hand navigation menu 

Either scroll down the menu or start typing “Best” in the search bar 
to find the application. 
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Depending on the level of the rule, the BPE User will may be required to fix the violation before 

saving the record. The three rule levels include: 

▪ Suggestion: A suggestion is the lowest level of the three. There may be a good reason for 

violating this rule, but the user should doublecheck the violation to ensure it was intentional, 

and that there is not a better solution available. 

▪ Warning: A violation at this level may have a signification impact on the system and should 

be resolved before proceeding, unless there is not a better solution available. In that case, 

the only way to proceed is to enter a violation “Exception Reason.” During the code review 

process, a code reviewer can review, approve, or reject exceptions. 

▪ Error: Any violation at this level is a clear violation of best practices and must be resolved 

before the record can be saved. 

 

 

2.2 BPE Admin Functions 

2.2.1 Best Practice Definitions 

2.2.1.1 Create New Best Practice Definitions 
This section details how to create a new definition. A brief description of what each field, related 

link, and related list represents on the form is provided below. 
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1. Navigate to the Best 
Practice Definitions 
page 
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2. Select “New” to 
create a best 
practice definition 

 
 

 

3. Fill in the required 
and optional fields 
as needed. A 
description of each 
field is listed below. 

 

4. Number 

 
This unique value is autogenerated 

5. Level of Rule 

 
• Suggestion: User should doublecheck to see if there is a better solution 

available 
• Warning: User cannot modify record until an exception reason is provided 

for why the rule wasn’t followed. 
• Error: User cannot modify record until rule is followed. 
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6. SN Instance to Run On Use this field to tell BPE where to run the definition. 

 
Options include: 

• Run on production instance(s) only 
• Run on all sub-production instances 
• Run on specified instances 

o If this option is selected, the following field will become 
available. See section 2.2.6.2 step 29 to configure instances. 

 

7. Impact to Instance 
(Mandatory Field) 

 
How much the definition affects the instance between 1-10 with 1 having the 
lowest impact to the instance and 10 having the greatest impact to the 
instance 

8. Estimated Time to 
Resolve Issue 

 
The user can input an estimated time it would take a developer to apply the 
best practice in the script and fix it 

9. Active 
 

If the definition is active the best practice engine will look to see if the record 
violates the definition during its scans  

10. Type of Rule 
(Mandatory Field) 

 
• Fails if script includes text 
• Fails if script excludes text 
• Fail if xml includes text 
• Fail if xml excludes text 
• Fail if conditions match 
• Custom 

11. Custom Rule Variable 
 

• If the rule type is custom 



 

 

Best Practice Engine User Guide Page 9 of 40 

 

12. Return One Violation 
for Entire Table 

 
If the table contains multiple violations of the definition, only one violation 
will be returned  

13. Category 

 
The category can be either Deployment, Maintenance, Performance, Security, 
User experience 
 

14. Best Practice Suite 

 
The suite the rule is associated with, if it is associated with one. 

15. Definition (Mandatory 
Field) 

 
What the best practice engine should scan for when looking for a violation to 
this best practice. 

16. Search Type 
(Mandatory Field) 

 
• Regex – Search by regular expression 
• Text - The best practice engine will search the script for a violation of the 

rule 
• Custom - A custom search type using JavaScript 

17. Search Pattern 
(Mandatory Field) 

 
If the search type is regex the user must input a pattern for the best practice 
engine to search for the violation 

18. Custom Function (filed 
only available if the 
type of rule is Custom. 
(Mandatory Field) 

 

19. Supporting 
Documentation 

 
Add a link to the ServiceNow docs page or to a custom location to explain the 
reasoning of the definition further 
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20. Steps to Resolve 

 
Steps the user can take to fix the problem in the record 

21. Reasoning for Best 
Practice 

 
Why the best practice exists 

22. Business Impact 

 
How the best practice would affect the instance used in a business setting 

23. Scan instance for this 
violation 

 
Click scan instance for this violation to scan the instance with this violation  
 

24. Click on the “On 
Demand Violations” 
tab 

 
This will show all violations found during step 23 

25. Click on the “Tables 
Best Practice Applies 
To” tab to add which 
tables the best 
practice will apply to  
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26. Select new to add a 
new table 

 

27. You should see this 
screen 

 

28. Definition 

 
The definition that applies to this table 

29. Configuration Table 
Selection 

 
If a configuration table is selected the definition can be seen during a real-time 
instance scan. 

30. Non-configuration 
Table Selection  

 
If the non-configuration table is selected the definition cannot be ran real time 
and only be seen when an instance scan or definition scan is run. 
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2.2.1.2 Review/Override Existing/OOB Best Practice Definitions 
This section details how to view and modify existing BPE definitions. A brief description of what 

each field, related link, and related list represents on the form is provided below. 

31. Table 

 
Will get auto populated depending on the configuration table selection and 
non-configure table selection. 
 

32. Conditions 

 
Add a condition or an “or” clause 
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1. Navigate to the “Best 
Practice Definitions” 
page 

 

2. Select a Best Practice 
Definition “Number” to 
review/modify 
• Hover over a record in 

the “Definition” 
column to see a longer 
description of the BPE 
definition 

 

3. In order to modify an 
OOB definition, use the 
Override Definition 
button 

 
 

When a definition is overridden, the OOB definition will no longer be used 
in any scan (real-time, scheduled, or on demand) 
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4. Fill in the required and 
optional fields as needed. 
A description of each field 
is listed below. 

 

5. Number 
 

 
This unique value is autogenerated with your company code appended 
first. 

6. Level of Rule 
 

 
• Suggestion: User should doublecheck to see if there is a better 

solution available 
• Warning: User cannot modify record until an exception reason is 

provided for why the rule wasn’t followed. 
• Error: User cannot modify record until rule is followed. 

7. SN Instance to Run On Use this field to tell BPE where to run the definition. 

 
Options include: 

• Run on production instance(s) only 
• Run on all sub-production instances 
• Run on specified instances 

o If this option is selected, the following field will become 
available. The specified instances must be setup in your 
“My SN Instances” see section 2.2.6.2 step 29 

 



 

 

Best Practice Engine User Guide Page 15 of 40 

 

8. Impact to Instance 
(Mandatory Field) 

 
How much the definition affects the instance between 1-10 with 1 having 
the lowest impact to the instance and 10 having the greatest impact to the 
instance 

9. Estimated Time to 
Resolve Issue 

 
The user can input an estimated time it would take a developer to apply the 
best practice in the script and fix it 

10. Active 
 

If the definition is active the best practice engine will look to see if the 
record violates the definition during its scans  

11. Type of Rule (Mandatory 
Field) 

 
• Fails if script includes text 
• Fails if script excludes text 
• Fail if xml includes text 
• Fail if xml excludes text 
• Fail if conditions match 
• Custom 

12. Custom Rule Variable 
 

• If the rule type is custom 

13. Return One Violation for 
Entire Table 

 
If the table contains multiple violations of the definition, only one violation 
will be returned  

14. Category 

 
The category can be either Deployment, Maintenance, Performance, 
Security, User experience 
 

15. Best Practice Suite 

 
The suite the rule is associated with, if it is associated with one. 
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16. Definition (Mandatory 
Field) 

 
What the best practice engine should scan for when looking for a violation 
to this best practice. 

17. Search Type (Mandatory 
Field) 

 
• Regex – Search by regular expression 
• Text – The best practice engine will search the script for a violation of 

the rule 
• Custom – A custom search type using JavaScript 

18. Search Pattern 
(Mandatory Field) 

 
If the search type is regex the user must input a pattern for the best 
practice engine to search for the violation 

19. Custom Function (field 
only available if the type 
of rule is Custom. 
(Mandatory Field) 

 

20. Supporting 
Documentation 

 
 

 
Add a link to the ServiceNow docs page or to a custom location to explain 
the reasoning of the definition further 

21. Steps to Resolve 

 
Steps the user can take to fix the problem in the record 

22. Reasoning for Best 
Practice 

 
Why the best practice exists 

23. Business Impact 

 
How the best practice would affect the instance used in a business setting 

24. Scan instance for this 
violation 

 
Click scan instance for this violation to scan the instance with this violation  
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25. Click on the “On Demand 
Violations” tab 

 
This will show all violations found during step 23 

26. Click on the “Tables Best 
Practice Applies To” tab to 
add which tables the best 
practice will apply to  

 

27. Select new to add a new 
table 

 

28. You should see this screen 
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2.2.1.3 Revert Definition Override to Out of Box 

1.  Open the definition 
override and click the 
Delete button 

 

 
When an override is deleted, the OOB definition will once again be used in 
scanning (real-time, scheduled, or on demand) 

 
 

 

2.2.2 Best Practice Suites 
The best practice suites are a way to group definitions to give you a better understanding of which 
type of definitions developers are having more trouble with. Currently, we provide six suites that 
come with the application: Best Practice Engine, JavaScript Naming Conventions, Scoped Application, 
ITOM, Workflow Engine, and Security and Instance Hardening. 

29. Definition 

 
The definition that applies to this table 

30. Configuration Table 
Selection 

 
If a configuration table is selected the definition can be seen during a real-
time instance scan. 

31. Non-configuration Table 
Selection  

 
If the non-configuration table is selected the definition cannot be ran real 
time and only be seen when an instance scan or definition scan is run. 

32. Table 

 
Will get auto populated depending on the configuration table selection and 
non-configure table selection. 
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New suites can be created and users with the x_brni_bpe.best_practice_admin role can modify 
existing suite and their relationship with the Best Practice Definitions. Below are steps on how to 
create and modify a best practice suite. 

2.2.2.1 Create New Best Practice Suites 

1. Navigate to “best 
practice suites” 

 

2. Select “new” to 
create a new suite 

 
3. Fill in the fields you 

require 

 

4. Active  
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If checked the suite will be active and useable 
5. Short description 

 
A few words describing the purpose of the suite 

6. Description 

 
A larger description of why the suite was created 
 

7.    Number 

 
 
This unique value is autogenerated 
 

 

2.2.2.2 Review/Modify Existing Best Practice Suites 

1. Navigate to 
“best practice 
suites” 

 
2. Select a suite to 

modify its fields 
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3. Edit the fields 
as needed 

 
4. Select “new” to 

create a 
definition 
within the suite 

 
5. Refer to the 

“creating a best 
practice 
definition” 
section to see 
how to create 
the definition 

 

2.2.3 Exception Reasons 
 

The Exception Reason section contains the records for all the exception reasons the developers have 
submitted for the warning violations. Beside storing the exception reasons, BPE Admins will be able 
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to approve or provide feedback on an exception reason if a modification needs to be made to the 
record. 

Below are steps on how to review and approve exception reasons. 

2.2.3.1 Review Exception Reasons 

1. Navigate to “Active” 
under the Exception 
Reason drop down 
menu 

 
2. A list of records will 

appear that show all 
active Exception 
Reasons. 

 
3. Opening an Exception 

Reason, you will be 
presented with this 
form. Below are the 
fields and what they 
represent. 

 
4. This is the best 

practice definition 
number that the 
violation occurred 
for. 
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5. The line numbers on 
the script where the 
violations are 
located.  

 
Depending on the type of definition it will have a line number 

6. The number of 
violations for this 
definition.  

7. User that created or 
update the Exception 
Reason.  

8. Is active if the 
exception reason is 
still valid for current 
record. 

 

9. Record that contains 
the violation. 

 
10. Accepts an integer 

number on how 
many of the violation 
are approved. Only 
BPE Admins can enter 
a value.  

 

11. Auto populated by 
the last BPE Admin 
who updated the 
Approved Exception 
field.  

 

12. The Definition that 
the violation 
occurred for. 

 
13. The Exception Reason 

the user gave for this 
violation. 

 

2.2.3.2 Create Exceptions 

1. Exception reasons are created 
when a warning message 
appears.  Click the Best Practice 
Exception button to open the 
Exception Reason box. 
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2. Enter an exception reason and 
click ‘OK’ to save the exception 
reason.   

 
3. The exception reason is saved 

and the warning message is 
replaced with an information 
message (blue).   

 
 

2.2.3.3 Approve Exceptions 

1.     Elevate Role to 
“x_brnie_bpe.best_practice_admi
n 

 
2.      Navigate to “Unapproved” 
under Exception Reasons 
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3. A list of records will appear that 
show all unapproved Exception 
Reasons. 

 
4. The Approved Exceptions and 
Exception Reason fields are now 
editable. 

 
 

 

2.2.4 Instance Scans 
 

An Instance Scan is a way for the BPE application to scan the ServiceNow instance for any violation. It 
returns the violations found and stores them in the Best Practice Violations table. This is another way 
to find violations on an instance, besides having to open a record and see if it has any violations.  

Below are some steps on how to execute the instance scan, modify the scheduled job, and view the 
violations found. Only users with the x_brni_bpe.best_practice_admin role will be able to make this 
modification. 
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2.2.4.1 Run an Instance Scan 

1. Navigate to 
“Scheduled Scan” 
under the Instance 
Scan drop down 
menu 

 
2. The scheduled job 

will open and to 
manually start, 
click “Execute 
Now”. 

 

2.2.4.2 Review/Modify a Scheduled Scan 

1. Navigate to 
“Scheduled Scan” 
under the Instance 
Scan drop down 
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2. To modify the 
record, click the link 
in the informational 
message. 

 
3. The fields are 

now editable. 
Make sure the 
“Active” box is 
checked to 
ensure the 
scheduled scan 
runs. 

 
4.  Select the 

frequency you 
would like the 
scheduled scan 
to run in the 
“run” field 

 
5. Set the time at 

which you would like 
the scan to run in 
the “time” field 
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6. Select “update” to 
confirm the setting 
change. 
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2.2.4.3 View Instance Summary Scan 

1. Navigate to “Summary 
Scans” under Instance Scan   

 
2. The summary scan record 

contains metrics around 
the instance scan. If the 
Scan Type is Full Scan, the 
scan will be broken into 
batches. You can view the 
batches on the Summary 
Scan Progress tab. 
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2.2.4.4 View Instance Scan Violations 

1. Navigate to “View Current 
Violations” under Instance 
Scan   

 
2. You can view all violations 

to the recent scan here 

 
 

3. Click on a violation scanned 
record to see further 
information on correcting. 
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2.2.4.5 Mark Violation as Out of Box User 

1. While on a violation record 
where the “Last Updated 
By” field is populated, you 
have the option of marking 
that user as an OOB User.  
Use the “Mark Last 
Updated By as OOB User” 
UI action. 

 
2. Once this action is clicked, 

the field “Out of Box 
Version” will set to true. 
Depending on your BPE 
property “Scan out of box 
records”, if set to false, 
violations related to this 
user will be deleted. 

 
See Section 2.2.6.2 for more information on scanning out of box recrods. 

 

2.2.5 Update Set Scans 

2.2.5.1 Scan All Open Update Sets 

1. Navigate to “Scan all open 
update sets” under update 
set scan 
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2.2.5.2 View Update Set Scan Violations 

1. Navigate to “View Today’s 
Results” under Update Set 
Scan 

 
2.2.5.3 Scan Individual Update Sets 

1. Navigate to “System 
Update Sets > Local Update 
Sets”  

 
2. Open the update set you 

would like to scan. 

 
3. Click on the link ‘Scan for 

Best Practice Violations’ to 
scan for violations in the 
update set. 

 
4. A message will appear at 

the top if update set 
violations are found.  
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5. All violations will be 
displayed on the Related 
List tab, ‘Update Set 
Violations’. 

 

 

2.2.6 BPE Administration 
The Administration section allows BPE Admins to modify BPE Properties, view BPE application logs, 
how to contact Bravium for support. 

2.2.6.1 Contact Us/Support 

1. Navigate to “Contact Us/ 
Support” under 
Administration 

 
2. You should see this 

support page 

 

2.2.6.2 Properties 

1. Navigate to 
“Properties” 
under 
Administration 
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2. You should see 
this Properties 
page 

 
3. Activate the best 

practice engine 

 
Check the box to ensure the Best Practice Engine is activated and running in the instance.  
Since BPE is primarily a development application, you may want to deactivate BPE in upper 
environment such as QA and Production. 

4. BPE Global 
Update Set 
Status 

 
This field is automatically populated on each instance scan with “Valid” or “Invalid”. This 
indicates if the latest BPE global update set is installed. Some features will not be available 
in the absense of this global udpate set. 

5.  The first tab is 
“General” and 
contains 
important 
configurable 
fields 

 

6.  Real Time 
Message 
Visibility 

 
Designate who will see Real Time messages 
 

7.  Enforce Real 
Time Validation 

 
When set to true, users designated in ‘Real Time Message Visibility’ will be forced to 
correct violations that are errors or warnings (without exception reasons) before being 
permitted to save. 
 

8.  Maximum Lines 
for Real Time 
Scan  

Prevent running real-time scanning if the number of lines of code is greater than this 
value. 
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9. Run Scheduled 

scan 

 
Check this box if you want to run a scheduled scan (visit the instance scan and scheduled 
scan sections to view how to set a scheduled scan) 

10. Average 
Development 
Rate  

This figure is used to calculate the cost of technical debt that is displayed on the 
dashboards. To change the currency type shown on the dashboard, use the dropdown to 
select. 

 
11. Maximum 

number of 
administrators  

 
Specify the maximum number of administrators the best practice engine can have, if a user 
gives himself admin roles he cannot make admin changes in the best practice engine 
 

12.  Scheduled Scan 
Logging 
Frequency  

Set the record logging frequency for an Instance Scan. Logging will occur every nth rec-
ord. Leave blank to disable logging. 
 

13. Tab “Instance 
Specific 
Definitions” will 
look like this 

 
14. Instance specific 

definitions 

 
Activate instance-specific Best Practice Definitions. If active, then definitions will only run on 
the instances they’re setup for. If inactive, all definitions will always run (as long as the 
definition is marked active). 
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Note:  Note: If active and no instance records are setup in the My SN Instances ta-
ble, then all definitions will run. 

15. Override 
instance-specific 
definitions for 
definition 
scanning  

Override instance-specific Best Practice Definitions when scanning for violations against a 
specific definition (Scan Instance for this Violation button). 
This is helpful for testing a single production-only definition in a lower environment and/or 
running a single sub-production definition against production. 

16. Override 
instance-specific 
definitions for 
update set scans 

 
Override instance-specific Best Practice Definitions when scanning Update Sets. This is 
helpful when promoting an update set. Retrieved update sets can be scanned against all 
“active” definitions even though the definition doesn’t apply to the instance. 

17. Show “IL4 
Violations” 
module  

The default value is unchecked. If checked, this property will show the IL4 Violations 
module under Instance Scan. This module is a list of violations stemming from the Impact 
Level 4 related definitions.  
 

18.  “Exception 
Reason” Tab 

 
This tab contains the properties on what is supposed to happen to the Exception reason 
when not applicable and its validation when the line number changes. 

19. When exception 
reason no longer 
applies to a 
record? 

 
Select the choice that you want to be executed when the exception reason is no longer 
applicable to the record. There are two choices; “Delete Exception Reason Record” and 
“Inactivate Exception Reason Record”. 

20. Existing violation 
has been 
reported on 
different line 
number 

 
Select the choice that you want to be executed when the violation line number is different 
than the existing exception reason. There are three choices to select from; “Auto Accept 
Existing Reason”, “Clear Existing Reason”, and “Confirm Existing Reason”. 
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21.  “Validate Out of 
Box Records” Tab 

 
This tab will let you control of if you want OOB records to be scanned. 

22. Scan out of box 
records 

 
Include out of box records in instance scans (this includes Scheduled scans, On Demands 
scans, and/or Limited Definition scans). This will create violation records for out of box 
records. 

23. Add or modify 
the OOB users by 
typing it in and 
select update to 
save your change 

 
A comma separated list of users that will define whether a record is considered customer or 
Out of Box.  BPE will look at the user id that last updated the record to identify if the record 
is out of box. 

24. Tab “Historical 
Data” should 
look like this 

 
25. Update historical 

Violation records 
when Out of Box 
User ID is added 

 
Update historical Best Practice Violation records when a new out of box user ID is added. 

26. Update historical 
Violation records 
when Impact to 
Instance value 
changes  

Update historical Best Practice Violation records when the Impact to Instance value is 
changed on a Best Practice Definition. 
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27. Update historical 
Violation records 
when Estimated 
Time to Resolve 
changes  

Update historical Best Practice Violation records when the Estimated Time to Resolve Issue 
value is changed on a Best Practice Definition. 

28. Condition to 
delete Best 
Practice 
Violation records 

 
The Best Practice Engine will use this condition to determine which Violation records to 
delete every time a scan is run. 

Warning: Be very cautious when modifying this value as these records cannot be 

undeleted once they’re deleted. 

29. Tab “My SN 
Instances” will 
look like this. Use 
this section to 
add entries for 
each of your 
ServiceNow 
instances. Use in 
conjunction with 
“Instance 
Specific 
Definition” to 
enable scanning 
certain 
definitions on 
defined 
instances. 

 

30. Add a new “My 
SN Instances” 
record. Enter the 
instance name, 
select the 
environment 
type, and submit. 
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31. An example of a 
company setup. 

 

2.2.6.3 BPE Logs 

1. Navigate to “BPE Logs” 
under Administration 

 
2. You can view the BPE 

Logs here 

 
Record with all the log message for BPE. 
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3 Support/Questions 
BPE Support 

+1 646-847-0963 

bpesupport@braviumconsulting.com 
 

 

Last updated 06.04.2020 
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